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3 0.000060
4 0.000086
5 ©.000093
6 0.000320
7 ©.000330

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

Length Info

44 61716
56 61716
44 10000
56 10000
44 61716

10000
10000
61716
61716
10000

[ACK] Seq:

Ack=1 Wi

619648 Len=0

[PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

[ACK] Seq=1 Ack=13 Wi

2619648 Len=0

[PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
[ACK] Seq=13 Ack=13 Win=2619648 Len=0

> Null/Loopback ~1[0960 62 00 00 @0 45 60 @0 34 23 34 40 00 80 06 00 00

> Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 0010 7f 00 @0 01 7f 60 66 61 fl 14 27 10 e9 19 ef 45

+ Transnission Control Protocol, Src Port: 61716, Dst Port: 10000, Seq: 0, Len: 0 ||~ 0000302 2% o8 TH I 86 65 00 60 02 04 ¥ &7
0030 01 03 03 08 01 01 04 02

Source Port: 61716
Destination Port: 10000
[Stream index: ]

> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 0]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 3910790981
[Next Sequence Number: 1
Acknowledgment Number: @
Acknowledgnent number (raw): @
1000 .... = Header Length: 32 bytes (8)

CReel G G

= Reserved: Not set

Accurate ECN: Not set

Congestion Window Reduced: Not set

ECN-Echo: Not set

(relative sequence number)]

Urgent: Not set
Acknowledgment: Not set
= Push: Not set
Reset: Not set

[TCP Flags: --
Window: 65535
[Calculated window size: 65535]
Checksum: @xR665 Tunverifiedl
< >

() 7 wireshark NPF_Loopback4MF952.pcapng || Nakerw

| Mpodwne: Default

1. Oto6paxatotca: 11 (100.0%) - MoTepsHo: 0 (0.0%)
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Protocol Length Info

3 0.000060 127.0.0.1 127.0.0.1 44 61716 > 10000 [ACK] Seq=1 Ack=1 Win=2619648 Len=0

4 0.000086 127.0.0.1 127.0.0.1 56 61716 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12
5 ©.000093 127.0.0.1 127.0.0.1 44 10000 > 61716 [ACK] Seq=1 Ack=13 Win=2619648 Len=0

6 0.000320 127.0.0.1 127.0.0.1 56 10000 > 61716 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
7 ©.000330 127.0.0.1 127.0.0.1 44 61716 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

5 60 00 23 35 40 60 80 06 00 00

Source Port: 10000 7 00 00 27 10 f1 14 41 2f de af
s N 0020 e9 19 ef 46 80 12 ff ff 66 75 60 @0 02 04 ff d7 -~
Destination Port: 61716 a5l o1 03 o3 08 61 61 04 02 .

[Stream index: @]
> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]

Sequence Number: @  (relative sequence number)
Sequence Number (raw): 1093656239
[Next Sequence Number: 1  (relative sequence number)]

Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3910790982
1000 = Header Length: 32 bytes (8)

Rl Gen (a0
Reserved: Not set

= Accurate ECN: Not set
Congestion Window Reduced: Not set
ECN-Echo: Not set

Urgent: Not set
Acknowledgment: Set
Push: Not set
= Reset: Not set

Fin: Not set
SeA--Se]

[TCP Flags
Window: 65535
[Calculated window size: 65535]
Checksum: 0x6675 [unverified]
[Checksum Status: Unverified]
Urgent Painter: @
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Protocol Length Info

4 0.000086 127.0.0.1 127.0.0.1 56 61716 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12
5 ©.000093 127.0.0.1 127.0.0.1 44 10000 > 61716 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
6 0.000320 127.0.0.1 127.0.0.1 56 10000 > 61716 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
7 ©.000330 127.0.0.1 127.0.0.1 44 61716 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

v Transmission Control Protocol, Src Port: 61716, Dst Port: 10000, Seq: 1, Ack: 1, Len: @ ~|[ @200 02 00 00 60 45 60 60 28 23 36 40 @0 80 @6 00 00
Source Port: 61716 o010 7f 00 00 61 7f 60 00 @1 f1 14 27 10 €9 19 ef 46
0020 41 2f de bo 50 10 27 f9 79 73 60 00

Destination Port: 10000
[Stream index: @]

> [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]

Sequence Number: 1  (relative sequence number)
Sequence Number (raw): 3916790982
[Next Sequence Number: 1  (relative sequence number)]

Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 1093656240
8101 .... = Header Length: 20 bytes (5)

v Flags: 0x010 (ACK)

Reserved: Not set

Accurate ECN: Not set

Congestion Window Reduced: Not set
ECN-Echo: Not set

= Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
= Syn: Not set
Fin: Not set
[TCP Flags: -------. A--e-]
Window: 18233
[Calculated window size: 2619648]
[Window size scaling factor: 256]
Checksum: @x7973 [unverified]
IChecksum Status: Unverifiedl
< >

(O 7 wireshark_NPF_Loopback4MF952.pcapng

1. Oropaxatotcs: 11 (100.0%) - Motepao: 0 (0.0%) || Npoduns: Default
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Destination Port: 61716
[Stream index: 0]
v [Conversation completeness:

56 61716 > 10000 [PSH, ACK] Sec
44 10000 > 61716 [ACK] Seq=:
56 10000 > 61716 [PSH, ACK] Seq:
44 61716 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

Ack=13 Win=2619648 Len=12

0000 02 00
0010 7 00

28 23 3b 40
e1 27 10 f1
9 79 5a @0

588

Complete, WITH_DATA (31)]

= RST: Absent

Sequence Number (rauw!
[Next Sequence Number: 14
Acknowledgment Number: 13
Acknowledgment number (raw): 3910790994
0101 .... = Header Length: 20 bytes (5)

Rl e G, a0
Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set

= ECN-Echo: Not set

Window: 10233

FIN: Present

ACK: Present
SYN-ACK: Present
SYN: Present
[Completeness Flags:
[TCP Segment Len: @]

Sequence Number: 13 (relative sequence number)

(relative sequence number)]
(relative ack number)

Urgent: Not set
Acknowledgment: Set
Push: Not set

= Reset: Not set

.. Syn: Not set

[ooe oo s

> [Expert Info (Chat/Sequence): Connection finish (FIN)]

(O 7 wireshark_NPF_Loopback4MF952.pcapng

|| Makersi: 11 - Oropaxatotcs: 11 (100.0%) - Motepsno: 0 (0.0%) || Npoduns: Default
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d ~ |+

No. Time Source Destination Protocol  Length Info

i 1 0.000000 127 1 12 1 ubpP 44 53646 > 10001 Len=12

0000 02 00 00 00 45 00 00 28 23 46 060 00 50 11 00 00
> Null/Loopback 9010 7 00 00 01 7F 00 00 01 27 11 d1 3 84
v Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 g LB de 45

> Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface \Device\NPF_Loopb;

0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
v Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (8)

Total Length: 40
Tdentification: @x2346 (9030)
. = Flags: exe
.... = Reserved bit: Not set
... =Don't fragment: Not set
..8. .... = More fragments: Not set
...0 0000 0000 0000 = Fragment Offset: @
Time to Live: 128
Protocol: UDP (17)
Header Checksum: @x0000 [validation disabled]
[Header checksum status: Unverified]

Source Address:

127.0.0.1

Destination Address:

127.0.0.1

> User Datagram Protocol, Src Port:
v Data (12 bytes)
Data: 48454c4c4f20534552564552
[Length: 12]

10001, Dst Port: 53646
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@ tcp_serverpy X @ tcp_clientpy

C:>er> @ tcp_serverpy

1

LENO U R WN

import socket

server = socket.socket(socket.AF_INET, socket.SOCK DGRAM)
server.bind(('0.0.0.0", 13001))

print("UDP [cepsep| panyweH g popmy| 13001")

while True:
data, addr = server.recvfrom(1024)
print(f"[Coobuerud [o1 {addr}: {data.decode()}")
server. sendto|(data.upper(), addrf)|
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No. Time Source Destination Protocol  Length Info

v Ethernet II, Src: Intel f3:1e:98 (4c:44:5b:f3:1e:98), Dst: de:e6:c0:81:3b:64 (4e:e6:c0:81:3b:64 A

v Destination: 4e:e6:c0:81:3b:64 (4e:e6:c0:81:3b:64)

Address: 4 0:81:3b:64)
LG bit: Locally administered address (this is NOT the fac
16 bit: Individual address (unicast)
v Source: Intel f3:1e:98 (4c:44:5b:f3:1e:98)
Address: Intel f3:1e:98 (dc: 3:1e:98)

LG bit: Globally unique address (factory default)
= 16 bit: Individual address (unicast)

Type: IPv4 (0x0800)

v Internet Protocol Version 4, Src: 172.20.10.2, Dst: 185.65.148.146

= Version: 4

= Header Length: 20 bytes (5)

v Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)

Total Length: 52
Tdentification: @x517c (20868)

v @1@. .... = Flags: @x2, Don't fragment

Reserved bit: Not set

Don't fragment: Set

.0. .... = More fragments: Not set

...0 0000 0000 0000 = Fragment Offset: @

Time to Live: 128

Protocol: TCP (6)

Header Checksum: @x0000 [validation disabled]

[Header checksum status: Unverified]

Source Address: 172.20.10.2

Destination Address: 185.65.148.146

0000
0010
0020
0030
0040

4e 6 c0 81 3b 64 4c 44
00 34 51 7c 40 60 80 06
94 92 1 eb 00 50 92 81
fa fo 04 11 00 00 02 [
04 02

5b 3 le 98 08 00 45 00
00 00 ac 14 0a 02 b9 41
51 a6 00 00 00 00 80 02
05 b4 01 03 03 08 01 01

5diD [~
-40le





image14.png
Protocol Length Info

[TCP Segment Len: 35] ~|[0000 4e e6 co 81 3b 64 4c 44 5b F3 le
Sequence Number: 1  (relative sequence number) 0010 00 4b 51 7e 40 00 80 06 00 00 ac
Sequence Number (raw): 2457948583 jpazey 94 92 jiiehonlolo2)s i TR /40 ] 1
. 0020 fa f0 04 28 00 00 47 45 54 20 2f 20 48 54 54 50 ---(--GE T / HTTP
[Next Sequence Number: 36  (relative sequence number)] 0040 2f 31 2e 31 0d @a 48 6f 73 74 3a 20 76 79 61 74  /1.1- -Ho st: vyat
Acknouledgment Number: 1 (relative ack number) 0050 73 75 26 72 75 0d 0a 0d @2 Surue -
Acknouledgment number (raw): 2389727332
0101 .... = Header Length: 20 bytes (5)
v Flags: 0x018 (PSH, ACK)

000. = Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set
ECN-Echo: Not set

= Urgent: Not set

Acknowledgment: Set
Push: Set
Reset: Not set
Syn: Not set
Fin: Not set
[TCP Flags: ------- ap---]
Window:
[Calculated window size: 64240]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x0428 [unverified]
[Checksunm Status: Unverified]
Urgent Pointer: @
> [Timestamps]
> [SEQ/ACK analysis]
TCP payload (35 bytes)

| Wypertext Transfer Protecol
< >
. Z Flags (12 bits) (tcp.flags), 2 byte(s)

|| Mpodune: Default





image15.png
1| tep.port==80

0000 00.. ..
[ .. Explicit Congestion Notification: Not ECN-Capab
.... 0101 0110 0001 1110 1100 = Flow Label: @x56lec
Payload Length: 160
Next Header: TCP (6)
Hop Limit: 255
Source Address: 2a03:d00:5194:1663:44f5:62bd:d31:2fe8
Destination Address: 64:f9b::b941:9492
[Embedded IPv4 Prefix: 0064ff3be00e00e600000000]
[Destination Embedded TPv4: 185.65.148.146]
[Embedded IPvA: 185.65.148.146]
Transmission Control Protocol, Src Port: 62045, Dst Port: 80, Seq: 1, Ack: 1, Len: 140

< >

= Differentiated Services Codepoint: Default (@)

le
51
00
80
a7
a8
0a
68
32
64
61
od
65

98

00
41
a5
6f
55
6f
2e
69

0a
70

No. Time. Source Destination Protocol Length Info
9 4.137784 2203:d000:5194:1663.. 64:Ffob::b941:9492  TCP 86 62045 > 80 [SYN] Seq=0 Win=6533@ Len=0 MSS=1390 WS=256 SACK_PERM
( 10 4.200820 64:ffob::b941:9492  2a03:d000:5194:1663.. TCP 78 80 > 62045 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1300
11 4.200910 2203:d000:5194:1663... 64:Ffob::b941:9492  TCP 74 62045 > 80 [ACK] Seq=1 Ack=1 Win=65330 Len=0
J’ 12 4.201097 2203:d000:5194:1663... 64:FfOb::b941:9492  HTTP 214 GET / HTTP/1.1
13 4.268697 941:9492  2a03:d000:5194:1663.. TCP 74 80 > 62045 [ACK] Seq=1 Ack=141 Win=26800 Len=0
.L 15 4.301628 941:9492  2a03:d000:5194:1663.. HTTP 467 HTTP/1.1 301 Moved Permanently (text/html
17 4.352034 2203:d000:5194:1663... 64:Ffob::b941:9492  TCP 74 62045 > 80 [ACK] Seq=141 Ack=394 Win=64937 Len=0
‘ 68 6.803075 2203:d000:5194:1663... 64:Ffob::b941:9492  TCP 74 62045 > 80 [FIN, ACK] Seq=141 Ack=394 Win=64937 Len=0
L 69 6.869628 64:ffob::b941:9492  2a03:d000:5194:1663.. TCP 74 80 > 62045 [FIN, ACK] Seq=394 Ack=142 Win=26800 Len=0
70 6.869673 2203:d000:5194:1663... 19492 TCP 74 62045 > 80 [ACK] Seq=142 Ack=395 Win=64937 Len=0
v Ethernet II, Src: Intel f3:1e:98 (4c:44:5b:f3:1e:98), Dst: de:e6:c0:81:3b:64 (4e:e6:c0:81:3b:64A || 0000 4e e6 c0 81 3b 64 4c 44 5b 3
v Destination: 4e:e6:c0:81:3b:64 (de: :81:3b:64) gg;g :; & g: ;? gi f; ;; 23 22 gi
e
Address: de:e6:c0:81:3b:64 (4e:e6:c0:81:3b:64) . o Bl 00 00 bo 41 94 92 2 54 00 56
. e . LG bit: Locally administered address (this is NOT the fac || coio o5 1c 5 18 £f 32 95 41 00 00
B IG bit: Individual address (unicast) 0050 48 54 54 50 2f 31 2e 31 0d 0a
v Source: Intel f3:1e:98 (4c:44:5b:f3:1e:98) 9060 76 79 61 74 73 75 2e 72 75 ed
Address: Intel f3:1e:98 (4c:44:5b:f3:1e:98) 0070 41 67 65 6e 74 3a 20 70 79 74
. R LG bit: Globally unique address (factory default) ggig ;; Z; Zé ;: ;2 ;Z f; 22 g; Zi
[ R IG bit: Individual address (unicast) Bl 7 72 69 78 2 20 64 €5 66 6¢
Type: IPv6 (@x86dd) 000 63 63 65 70 74 3a 28 2a 2f 2a
v Internet Protocol Version 6, Src: 2a03:d000:5194:1663:44f5:62bd:d31:2fe8, Dst: 64:ffob::b941:94 || 000 65 63 74 69 6f 6e 3a 20 6b 65
0110 .... = Version: 6 9040 76 65 d 0a od 0a
v .... 0000 0000 .... .... .... .... .. Traffic Class: @x@0 (DSCP: CS@, ECN: Not-ECT)

86
16

76
54
73
73
6e
33
6e
65
43
2d

dd
63
00
86

74
65
2d
od
67
od
6f
61

60
2
)
a0
2f
3a
72
72
0a
3a
0a
6e
6c

o5
5
00
ce
20
20
2d
65
41
20
41
6e
69

HTTP/1.1
vyatsu.r u--User-

Agent:

P

quests/2
ccept-En
gzip, de

ccept
ectior
ve

*

PoAv
GET /
- Host:

ython-re
32.3-A
coding:

flate--A
/*--Conn
keep-ali

) 7 wireshark BecnposoaHas cets9XJ352.pcapna

1| Naketst: 162 - OTo6paxatorcs: 10 (6.2%)

TMNpoduas: Default
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i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$ git init
Reinitialized existing Git repository in C:/er/.git/

i1yam@DESKTOP-KT56I5T MINGW64 /c/er (master)
$ git config --global user.name "Mapkos Wba Augpeesu™

i1yam@DESKTOP-KT56I5T MINGW64 /c/er (master)
$ git config --global user.email "stud179296@vyatsu.ru”

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$ python -m venv venv

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$ venv/scripts/activate

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$ echo "venv/" > .gitignore

11yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)

$ echo ".env" >> .gitignore

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
§ echo "_pycache_/" >» .gitignore

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
§ echo "MpakTuueckan pabota 3: PaboTa C CeTeBuMM CoeauHeHnaun” > README.md
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i1yam@DESKTOP-KT56I5T MINGW64 /c/er (master)

$ git commit -m "WHmumanusaums npoexta”

[master (root-commit) b06d3df] Mnuumanusaums npoexTa
2 files changed, 2 insertions(+)

create mode 100644 .gitignore

create mode 100644 READVE.md
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i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$ git remote add origin https://git.vyatsu.ru/stud179296/Praktika3.git




image4.png
$ git push -u origin master

Enumerating objects: 4, done.

Counting objects: 100% (4/4), done.

Delta compression using up to 12 threads

Compressing objects: 100% (3/3), done.

writing objects: 100% (4/4), 410 bytes | 410.00 KiB/s, done.
Total 4 (delta 0), reused 0 (delta 0), pack-reused 0 (from 0)
remote: . Processing 1 references

remote: Processed 1 references in total

To https://git.vyatsu.ru/stud179296/Praktika3.git

* [new branch] master -> master

branch 'master’ set up to track 'origin/master’.
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Microsoft Windows [Version 10.0.19045.5737]
(c) Kopropauws Maiikpocodr (Microsoft Corporation). Bce npasa saumuersi.

:\Users\ilyam>cd /d C:\er

C:\er>python tcp_client.py
Traceback (most recent call last):
File "C:\er\tcp_client.py”, line 4, in <module>
client.connect(('127.6.0.1", 10000))

ConnectionRefusedError: [WinError 10061] MoaKiueHue He YCTEHOB/IEHO, T.K. KOHENHH KOMMbIOTEp OTBEPr 3aNpoc Ha MOAKIKMEHMe

C:\er>python tcp_server.py
TCP cepsep sanyuen
lonkniuenme ot ('127.0.0.1°, 61637) i 1yam@DESKTOP-KTS6IST MINGW64 /c/er (master)
$ python tcp_client.py
OTBeT oT cepsepa: HELLO SERVER

i1yam@DESKTOP-KTS6I5T MINGW64 /c/er (master)
$1
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Destination Protocol  Length Info

3 0.000060 1 127.0.0.1 > 10000

4 0.000086 127.0.0.1 127.0.0.1 TcP 56 61716 > 10000 [PSH
5 ©.000093 127.0.0.1 127.0.0.1 TcP 44 10000 > 61716 [ACK
6 0.000320 127.0.0.1 127.0.0.1 TcP 56 10000 > 61716 [PSH
7 ©.000330 127.0.0.1 127.0.0.1 TcP 44 61716 > 10000 [ACK

©.000347 127.0.0.1 10000

©.000506 127.0.0.1 61716 [ACK]

Seq=1 Ack=1 Win=2619648 Len=0
ACK] Seq=1 Ack=1 Win=2619648 Len=12
Seq=
ACK] Seq=1 Ack=13 Win=2619648 Len=12
Seq=13 Ack=13 Win=2619648 Len=0

Seq=13 Ack=14 Win=2619648 Len=0

Seq=14 Ack=14 Win=2619648 Len=0

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface \Device\NPF_Loopb
Null/Loopback
Internet Protocol Version 4, Src: 127.6..1, Dst: 127.0.0.1

0000
0010
0020
0030

02 00 00 00 45 00 00 34
7f @0 00 01 7f 00 00 01
00 00 00 00 80 02 ff ff
01 03 03 08 01 01 04 02

23 34 40 00 80 06 00 00
f1 14 27 10
86 65 00 00 02 04 ff d7





