Работа с сетевыми соединениями в Python
Цели и задачи
Цель данного занятия — ознакомить студентов с основами работы с сетевыми соединениями в Python, а также научить их анализировать сетевой трафик с помощью Wireshark. В рамках занятия студенты изучат:
· Принципы работы сетевых протоколов TCP и UDP.
· Реализацию клиент-серверного взаимодействия на Python.
· Основы анализа сетевого трафика.
· Работа с HTTP-запросами через socket и requests.
· Взаимодействие с сервисом по протоколу HTTP.
Подготовительный этап
1. Создала и активировала виртуальное окружение с помощью venv.
2. Установила библиотеку requests для работы с HTTP-запросами.
3. Инициализировала Git-репозиторий, добавила .gitignore и README.md.
4. Закоммитила изменения.
Создание простых программ для клиент-серверного взаимодействия и анализ сетевого трафика в Wireshark
1) Реализовала две программы: сервер и клиент. Они обмениваются данными по протоколам TCP и UDP. В первом случае клиент отправляет строку, а сервер её модифицирует и возвращает обратно.
2) Запустите Wireshark и начните захват трафика. Вам очень поможет фитльр tcp.port==10000 || udp.port==10001.
3) Запустите сервер и клиент, зафиксируйте обмен пакетами. [image: ]
4) Остановите захват и найдите последовательность SYN, SYN-ACK, ACK. [image: ][image: ][image: ]
5) Зафиксируйте последовательность завершения соединения (FIN), которая включает обмен FIN- и ACK-пакетами.
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1. Запустите сервер и клиент, зафиксируйте обмен пакетами. UDP[image: ]
2. Запустите Wireshark и начните захват трафика.


[image: ]
4 Модифицируйте серверную программу, чтобы изменять входящие данные перед отправкой клиенту. Измените порты для сервера и клиента.
[image: ]
Подключение к веб-серверу и работа с HTTP-запросами
Создали TCP-клиент, который устанавливает соединение с vyatsu.ru по порту 80 и отправляет HTTP-запрос:
[image: ]
Запустила Wireshark, выполните запрос и проанализировала трафик (фильтр tcp.port==80 оставит интересующие нас пакеты видимыми). Определила используемые протоколы. 
[image: ]
Повторила запрос с использованием requests:
[image: ][image: ]
Работа с API Gitea
1. Сгенерируйте API-токен в Gitea (https://git.vyatsu.ru/user/settings/applications) с правами только на чтение.
2. Важно! Токен не должен попадать в коммиты. Добавьте его в .gitignore и используйте переменные окружения.
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265103.999788  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=1 Ack=1 Win=2619648 Len=0@
266 103.999831  127.0.0.1 127.0.0.1 96 50364 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

267 103.999853  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
268 104.000288  127.0.0.1 127.0.0.1 96 10000 > 50364 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
269 104.000321  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

271 104.000356  127.0.0.1 127.0.0.1 84 50364 > 10000 [ACK] Seq=13 Ack=14 Win=2619648 Len=0

273 104.000503  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=14 Ack=14 Win=2619648 Len=0

 Transnission Control Protocol, Src Port: 50364, Dst Port: 10000, Seq: 13, Ack: 14, Len: @

Source Port: 50364
Destination Port: 10000
[Stream index: 6]
[TCP Segment Len: 0]
Sequence Number: 13 (relative sequence number)
Sequence Number (raw): 1103081337
[Next Sequence Number: 14  (relative sequence number)]
Acknowledgment Number: 14  (relative ack number)
Acknowledg.ent number (raw): 2727358235

. = Header Length: 20 bytes (5)

= Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CHR): Not set

ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: Not set

= Syn: Not set

> —

[TCP Flags:
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(venv) C:\Users\Hacta\Desktop\3 npaktuka MMH>python UDP-cepeep.py  C:\Users\Hacta\Desktop\3 mpaktuka MAH>python UDP-knmeHT.py
IDP cepsep sanyuen Otset ot cepsepa: HELLO SERVER
Coobuenne ot ('127.0.0.1°, 55139): hello server
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[tcp.port==10000 || udp.port==10001

No. Time Source Destination Protocol  Length Info
H 172122.879794  127.0.0.1 127.0.0.1 Tcp 250 58187 > 49749 [PSH, ACK] Seq=57 Ack=1 Win=2619648 Len=175
: 173 122.879823  127.0.0.1 127.0.0.1 TCP 84 49749 > 58187 [ACK] Seq=1 Ack=232 Win=2619392 Len=@

175 127. 84 49749

[ACK] Seq=1 Ack=233 Win=2619392 Len=0

; 177 127.960778 .0.0.1 .0.0.1 84 58187 > [ACK] Seq=233 Ack=2 Win=2619648 Len=0

; 178 129.807480  127.0.0.1 127.0.0.1 ubP 72 57544 > 10001 Len=12

i 179 129.807964  127.0.0.1 127.0.0.1 ubP 7210001 > 57544 Len=12
180 130.445967  127.0.0.1 127.0.0.1 TCP 140 49750 > 49753 [PSH, ACK] Seq=729 Ack=729 Win=10164 Len=56
181 130.446052  127.0.0.1 127.0.0.1 TCP 84 49753 > 49750 [ACK] Seq=729 Ack=785 Win=10164 Len=0
182 130.461206  127.0.0.1 127.0.0.1 TCP 140 49753 > 49750 [PSH, ACK] Seq=729 Ack=785 Win=10164 Len=56
183 130.461310  127.0.0.1 127.0.0.1 TCP 84 49750 > 49753 [ACK] Seq=785 Ack=785 Win=10164 Len=0
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C: > Users > Hacta > Desktop > 3 npaktuka [AH > @ UDP-cepsep.py
1 import socket

server = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
server.bind(('0.0.0.0', 8000))
print("upp [cepsep| panyued")

while True:
data, addr = server.recvfrom(1024)

print(f"Coobuennd o1 {addr}: {data.decode()}")

10 server. sendto|(data.upper(), addr{)

LENO U R WN
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C:\Users\Hacts\Desktop\3 npaxtuka MAH>python tcp.py
HTTP/1.1 301 Moved Permanently

Server: QRATOR

Date: Wed, 14 May 2025 12:25:39 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Keep-Alive: timeout=15

Location: https://wa.vyatsu.ru/

<html>

<head><title>301 Moved Permanently</title></head>
<body>

<center><h1>301 Moved Permanently</h1></center>
<hr><center>nginx/1.18.0 (Ubuntu)</center>
</body>

</html>
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[tep.port==80

No. Time Source Destination Protocol  Length Info
56 13.230452 192.168.100.246 169.254.169.254 Tcp 66 61082 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=146@ WS=256 SACK_PERM
59 13.339889 192.168.100.246 169.254.169.254 Tcp 66 61083 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM:
220 42.265095 192.168.100.246 169.254.169.254 Tcp 66 52625 > 80 [SYN] Seq=0 Win=64240 Len=@ MSS=1460 WS=256 SACK_PERM=1
221 42.481708 192.168.100.246 169.254.169.254 Tcp 66 52626 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1
223 42.792762 192.168.100.246 169.254.169.254 Tcp 66 52627 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM:
228 43.302802 192.168.100.246 169.254.169.254 Tcp 66 52628 > 80 [SYN] Seq=0 Win=64240 Len=@ MSS=1460 WS=256 SACK_PERM=1
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(venv) C:\Users\HacTa\Desktop\3 npaktuka MUH>python tcp.py

DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN" “http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd"><html xmln:
http: //waw.w3.0org/1999/xhtml">
chead>

<meta http-equiv="content-language” content="ru">

<meta svalidate.@1" content="E9F766ED3366DA7417ABS7AB6C6E7932" />
<meta wmail-verification® content='91055c8074b76432° />
<meta http-equiv="X-UA-Compatible” content="IE=edge" />

<meta

iewport” content:
<meta i

‘width=device-width, initial-scale=1.0">
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Hosbii Tokew cozaaH. CKonupy#iTe 1 CoxparMTe ero ceiiuac, Tak Kak oH He GyAeT okasaH CHOBa.

7a90736e014bead51a82d968fb2f86873228ee7f
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(venv) C:\Users\HacTa\Desktop\3 npakTuka MMH>pip install dotenv
ollecting dotenv
Downloading dotenv-0.9.9-py2.py3-none-any.whl.metadata (279 bytes)
ollecting python-dotenv (from dotenv)
Downloading python_dotenv-1.1.0-py3-none-any.whl.metadata (24 kB)
nloading dotenv-@.9.9-py2.py3-none-any.whl (1.9 kB)
nloading python_dotenv-1.1.@-py3-none-any.whl (20 kB)
Installing collected packages: python-dotenv, dotenv
uccessfully installed dotenv-0.9.9 python-dotenv-1.1.0

[notice] A new release of pip is available: 25.0.1 -> 25.1.1
[notice] To update, run: python.exe -m pip install --upgrade pip

(venv) C:\Users\Hacta\Desktop\3 npakTuka MUH>python tocen.py
[(*id": 6439, 'login': 'stud179102°, 'login_name': 'stud179102@vyatsu.ru’, 'source_id': 2, 'full_name': 'lapba Pacteraesd
', 'email’: 'stud179102@vyatsu.ru’, 'avatar_url': 'https://git.vyatsu.ru/avatar/7cc2b77790efeaco8ae52e93bc36dds4’, htm

url®: ‘https://git.vyatsu.ru/stud179162°, 'language’: 'ru-RU’, 'is_admin': False, 'last_login': '2025-05-15T@8:55:37Z",
‘created': '2025-03-06T16:01:217', ‘restricted’: False, 'active': True, 'prohibit_login': False, ‘location’: '*, websi
e': '*, “description’: '*, ‘visibility': 'public’, 'followers_count’: @, 'following count’: @, 'starred_repos_count’:

, "username’: 'stud179102'}
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(venv) C:\Users\HacTa\Desktop\3 npakTuka MH>python tocenread.py

(*id': 683, ‘owner': {'id': 6439, 'login': 'stud179102', 'login_name': ', 'source_id': O, 'full_name': 'lapba PacTeraee
a’, 'email’: 'stud179102@vyatsu.ru’, 'avatar_url': ‘https://git.vyatsu.ru/avatar/7cc2b77790efeaceBae52e93bc36ddsa’, 'htm
1_url': 'https://git.vyatsu.ru/stud179102°, ‘language , ‘'is_admin’: False, 'last_login': '0001-01-01T00:00:00Z°, 'cr
cated’: '2025-03-06T16:01:217', 'restricted’: False, 'active’: False, 'prohibit_login': False, 'location’': '', ‘website’
**, ‘description’: '', 'visibility': ‘public’, 'followers_count’: @, 'following count’: @, 'starred_repos_count': @, '
username’: 'stud179102'}, ‘name’: 'Practica3RAST', ‘full_name’: 'stud179162/Practica3RAST', 'description’: 'Cospanu peno
SuTopuii c momousk API', ‘empty’: True, 'private’: False, 'fork': False, 'template’: False, 'parent’: None, ‘mirror’: Fal
se, 'size': 22, 'language’: '', 'languages_url': 'https://git.vyatsu.ru/api/vl/repos/stud179102/Practica3RAST/languages’
, "html_url': ‘https://git.vyatsu.ru/stud179102/Practica3RAST", 'url': 'https://git.vyatsu.ru/api/vl/repos/stud179102/Pr
actica3RAST", 'link': '*, 'ssh_url’: 'git@git.vyatsu.ru:stud179102/Practica3RAST.git", 'clone_url’: 'https://git.vyatsu.
ru/stud179102/Practica3RAST.git’, original_url': ', ‘website’': '*, 'stars_count': @, 'forks_count’: @, 'watchers_count
: 1, "open_issues_count’: @, 'open_pr_counter’: 0, 'release_counter': O, 'default_branch’: 'main’, ‘archived’: False, '
created_at': '2025-05-15T09:31:027°, 'updated_at': '2025-05-15T09:31:62Z', 'archived_at’: '1970-61-01T00:00:00Z°, 'permi
ssions': {'admin’: True, 'push’: True, 'pull’: True}, 'has_issues’': True, 'internal_tracker’: {'enable_time_tracker': Tr
ue, 'allow_only_contributors_to_track_time': True, ‘enable_issue_dependencies’: True}, 'has_wiki': True, 'has_pull_reque
sts’: True, 'has_projects’: True, 'projects_mode’: ‘all’, 'has_releases': True, 'has_packages': True, 'has_actions': Tru
e, "ignore_whitespace_conflicts': False, 'allow_merge_commits’: True, 'allow_rebase’: True, 'allow_rebase_explicit’: Tru
e, "allow_squash_merge': True, 'allow_fast_forward_only_merge’: True, 'allow_rebase_update’: True, 'default_delete branc
h_after_merge': False, 'default_merge_style': 'merge’, 'default_allow maintainer_edit': False, 'avatar_url': '', ‘intern
al': False, 'mirror_interval’: '', 'object_format_name’: 'shal’, 'mirror_updated’: '@001-01-@1T00:60:00Z', 'repo_transfe
~*: None}
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(venv) C:\Users\HacTs\Desktop\3 npaxtuka MMH>git add .

(venv) C:\Users\HacTa\Desktop\3 npaktuka MMH>git commit -m "3 npakTuka caenawa”
[master 5260ace] 3 npakTuka caenaa

8 files changed, 78 insertions(+), 1 deletion(-)

create mode 100644 "TCP-\320\272\320\273\320\270\320\265\320\275\321\262..py"
create mode 100644 "TCP-\321\201\320\265\321\200\320\262\320\265\3211200. py"
create mode 100644 "UDP-\320\272\320\273\326\276\320\265\320\275\321\202. py"
create mode 100644 "UDP-\321\201\320\265\321\200\320\262\320\265\321\260. py"
create mode 100644 tcp.py

create mode 100644 tocen.py

create mode 100644 tocenread.py

(venv) C:\Users\HacTs\Desktop\3 npaxruka MAH>git push

fatal: No configured push destination.

Fither specify the URL from the command-line or configure a remote repository using
git remote add <name> <url>

and then push using the remote name

git push <name>

(venv) C:\Users\HacTa\Desktop\3 npakruka MMH>git remote add origin https://git.vyatsu.ru/stud179102/Practica3RAST.git

(venv) C:\Users\HacTa\Desktop\3 npakruka MMH>git push -u origin master
remote: Verify
fatal: Authentication failed for 'https://git.vyatsu.ru/stud179102/Practica3RAST.git/’
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(venv) C:\Users\Hacta\Desktop\3 npakTuka MMH>git commit -m "gobasumn

master (root-commit) 709925e] mobaswnu .gitignore, README.md Microsoft Windows [Version 10.0.19045.5737]

2 Fis dingeih 1 Sea i) () Kopriopauus Maiikpocodt (Microsoft Corporation). Bce npasa saumuersi.
create mode 100644 .gitignore

create mode 100644 README.md C:\Users\Hacta>cd /d C:\Users\HacTa\Desktop\3 npaxtuka MMH

'venv) C:\Users\Hacts\Desktop\3 npaktuka MMH>python TCP-cepsep.py  C:\Users\Hacta\Desktop\3 npaxtuka MiH>python TCP-kienT.py
CP cepsep 3anyuen Otset ot cepsepa: HELLO SERVER

loakniuenne ot ('127.0.0.1°, 53258)
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265103.999788  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=1 Ack=1 Win=2619648 Len=0@
266 103.999831  127.0.0.1 127.0.0.1 96 50364 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

267 103.999853  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
268 104.000288  127.0.0.1 127.0.0.1 96 10000 > 50364 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
269 104.000321  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

271 104.000356  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=14 Win=2619648 Len=0

273 104.000503  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=14 Ack=14 Win=2619648 Len=0

~ Transmission Control Protocol, Src Port: 50364, Dst Port: 10000, Sea: 0, Len: ©
Source Port: 50364
Destination Port: 10000
[Stream index: 6]
[TCP Segment Len: 0]
Sequence Number: @  (relative sequence number)
Sequence Number (raw): 1103081324
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: @
Acknowledg-ent number (raw): @
. - Header Length: 32 bytes (8)

= Reserved: Not set
Nonce: Not set

Congestion Window Reduced (CHR): Not set

ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set

= Reset: Not set

> —
Fin: Not set

5]

[TCP Flags:





image3.png
265103.999788  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK]
266 103.999831  127.0.0.1 127.0.0.1 96 50364 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

267 103.999853  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
268 104.000288  127.0.0.1 127.0.0.1 96 10000 > 50364 [PSH,
269 104.000321  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

271 104.000356  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=14 Win=2619648 Len=0

273 104.000503  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=14 Ack=14 Win=2619648 Len=0

'~ Transmission Control Protocol, Src Port: 10000, Dst Port: 50364, Seq: 0, Ack: 1, Len: @
Source Port: 10000
Destination Port: 50364
[Stream index: 6]
[TCP Segment Len: 0]
Sequence Number: @  (relative sequence number)
Sequence Number (raw): 2727358221
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledg.ent number (raw): 1103081325

. = Header Length: 32 bytes (8)

= Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CHR): Not set
ECN-Echo: Not set
Urgent: Not set
. = Acknowledgment: Set
. = Push: Not set
= Reset: Not set
> —
.0 = Fin: Not set
A--S-]

[TCP Flags:
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266 103.999831  127.0.0.1 127.0.0.1 96 50364 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

267 103.999853  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
268 104.000288  127.0.0.1 127.0.0.1 96 10000 > 50364 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
269 104.000321  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

271 104.000356  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=14 Win=2619648 Len=0

273 104.000503  127.0.0.1 127.0.0.1 TCP 8410000 > 50364 [ACK] Seq=14 Ack=14 Win=2619648 Len=0

v Transmission Control Protocol, Src Port: 50364, Dst Port: 10000, Seq: 1, Ack: 1, Len: @
Source Port: 50364
Destination Port: 10000
[Stream index: 6]
[TCP Segment Len: 0]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1103081325
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 2727358222

.... = Header Length: 20 bytes (5)

0x010 (ACK)

.. = Reserved: Not set

. = Nonce: Not set

. = Congestion Window Reduced (CHR): Not set

. = ECN-Echo: Not set

. = Urgent: Not set

Acknowledgment: Set

. = Push: Not set

. = Reset: Not set

= Syn: Not set

0 = Fin: Not set

A----]

[TCP Flags:
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265103.999788  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK]
266 103.999831  127.0.0.1 127.0.0.1 96 50364 > 10000 [PSH, ACK] Seq=1 Ack=1 Win=2619648 Len=12

267 103.999853  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK] Seq=1 Ack=13 Win=2619648 Len=0
268 104.000288  127.0.0.1 127.0.0.1 96 10000 > 50364 [PSH, ACK] Seq=1 Ack=13 Win=2619648 Len=12
269 104.000321  127.0.0.1 127.0.0.1 84 50364 > 10000 [ACK] Seq=13 Ack=13 Win=2619648 Len=0

271 104.000356  127.0.0.1 127.0.0.1 8450364 > 10000 [ACK] Seq=13 Ack=14 Win=2619648 Len=0

273 104.000503  127.0.0.1 127.0.0.1 8410000 > 50364 [ACK]

 Transmission Control Protocol, Src Port: 10000, Dst Port: 50364, Seq: 13, Ack: 13, Len: @
Source Port: 10000
Destination Port: 50364
[Stream index: 6]
[TCP Segment Len: 0]
Sequence Number: 13 (relative sequence number)
Sequence Number (raw): 2727358234
[Next Sequence Number: 14  (relative sequence number)]
Acknowledgment Number: 13 (relative ack number)
Acknowledg.ent number (raw): 1103081337

. = Header Length: 20 bytes (5)

= Reserved: Not set
= Nonce: Not set
Congestion Window Reduced (CHR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
= Syn: Not set
> —

[TCP Flags:





